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Abstract 

The broadcast nature of wireless communication makes it intrinsically vulnerable to eavesdropping attacks. This article suggests the using 

of secret spreading codes (i.e. only a legitimate receiver knows the spreading sequence) and artificial interference (i.e. by intentionally 

adding noise to the broadcast channel) on countering eavesdropping attacks. We have made a theoretical analysis on the potential 

performance degradation at the eavesdropper and at the legitimate receiver for a point-to-point wireless communication system using 

direct-sequence spread spectrum (DSSS) with coherent phase-shift keying (PSK) modulation. We have also proposed a lightweight non-

cryptographic secret code generation scheme which leads to low correlation between the spreading codes used at the transmitter and at the 

eavesdropper. Simulation results confirms the good anti-eavesdropping performance on using the proposed non-cryptographic secret code 

generation scheme. Simulation results also conform with the theoretical analysis and motivate the using of artificial interference on 

countering eavesdropping attacks. 

Keywords: Anti-eavesdropping; artificial interference; non-cryptograhic method; physical layer security; secret spreading code; wireless communication. 

1. Introduction 

Wireless communication is increasingly replacing the using of cables in home network, factory environment, and 

battlefield, etc. Due to open air communication and limited spectrum resources, wireless communication suffers from 

problems such as jamming, interference, and eavesdropping attacks. To mitigate these problems, spread spectrum techniques 

have been proposed. Spread spectrum techniques are firstly adopted by the military for the purposes of countering jamming 

attacks, and then widely adopted in civil applications for the countering of interference or as means of multiple access (e.g. 

CDMA) [11].  

——— 
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More examples of using spread spectrum techniques can be found at the 2.4 GHz ISM spectrum, where we have Wi-Fi 

(802.11 b/g), Bluetooth, and Zigbee (802.15.4). All these techniques are competing for the limited bandwidth resources that 

are available at this spectrum. Inevitably, there is interference when the network is dense. To facilitate the co-existence of 

multiple networks, spread spectrum has been adopted. For example, WiFi is using direct sequence spread spectrum (DSSS) 

over a channel bandwidth of 22 MHz. Bluetooth is using frequency hopping spread spectrum (FHSS) over 79 or 40 

(Bluetooth 4.0) channels of which each channel has the bandwidth of 1 MHz. Zigbee also uses DSSS over a channel 

bandwidth of roughly 2 MHz.  

The wireless communication which has adopted spread spectrum techniques is not only immune to noise, interference, 

and multipath effects, but is also often considered to provide certain level of privacy (i.e. anti-eavesdropping). The reason is 

that eavesdropping such signals requires the knowledge of spreading codes which are themselves pseudo-random. However, 

more and more studies have shown that relying on the ordinary spread-spectrum techniques to provide security is like 

walking on thin ice. Even in a non-cooperative context such as during a military confrontation, it has been demonstrated that 

the periodical pseudo-random sequences used as spreading codes in typical DSSS communications can be accurately 

estimated using eigen-analysis techniques [1][5][6][7]. For many civil wireless communications, eavesdropping attacks are 

much easier because of the public knowledge on the way that a spreading code is generated or defined. For example, it is 

shown that the hopping sequence in Bluetooth communication can be determined by a third-party using GNU radio and open 

source software [2]. Tools such as Wireshark [8] can be configured to eavesdrop Wi-Fi traffic. In commercial systems, the 

using of spread spectrum is more for the purpose of multiple access and the avoidance of interference, than for the purpose 

of security and privacy.  

To enhance the security of spread-spectrum systems, cryptographic methods have been suggested to be applied on the 

generation of secret spreading codes. For example, it is suggested to replace the fixed chip sequences which have been 

defined in the IEEE 802.15.4 standard with encrypted chip sequences [3]. A similar proposal is also made to encrypt the 

easy-to-guess pseudo-random numbers in the IS-95 CDMA systems [4]. A recent approach proposes to implement a 

cryptography module which encrypts the spreading code in FHSS communication [35]. This article proposes a different 

method on generating secret spreading codes. Instead of relying on a cryptographic algorithm to encrypt spreading codes and 

provide secrecy, our method randomizes the spreading code generation process and provides secrecy. In comparison to the 

using of cryptographic algorithms, our method does not incur the overhead caused by encryption and decryption. The type of 

overhead in our case is a table-lookup operation, which is less computationally intensive than performing encryption and 

decryption. Some initial results are presented in our previous work [10]. This article extends the approach presented earlier 

and also provides simulation results which demonstrate the proposed approach‟s capacity against eavesdropping attacks. 

Artificial interference is another method that could be used to counter eavesdropping attacks and has been studied in 

many recent works [20-25, 28, 32, 33]. Due to the use of wideband, spread-spectrum systems are intrinsically anti-jamming. 
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It is thus more interesting to study how artificial interference can be used in spread-spectrum systems. In the following of 

this article, we have built a theoretical framework on analyzing the anti-eavesdropping performance for DSSS 

communication system with phase shift keying (PSK) modulation, considering both the effect of using a secret spreading 

code and the effect of using artificial interference. At the end of this article, the simulation results conform with the 

theoretical analysis and justify the using of both a secret spreading code scheme and artificial interference. 

In the following, Section 2 presents the system and attacker models with theoretical analysis. Section 3 presents the non-

cryptographic secret code generation scheme with vulnerability analysis. Section 4 presents the experimental results with 

analysis and compares the experimental results to the theoretical results. Section 5 presents the related works. We make the 

conclusions in Section 6. 

 

2. System And Attacker Models 

In this article, we study a noisy spread spectrum wireless communication system which suffers from adversarial 

eavesdropping attacks via a second noisy channel. A general case of the wire-tap channel model is shown in Fig. 1. The main 

channel and the wire-tap channel are of the same type but could be decoupled. Let us consider a binary symmetric channel 

(BSC) model where the modulator employs binary waveforms (e.g. BPSK) and the demodulator makes hard decision 

decoding (i.e. waveforms are quantized first before decoding). The transmitted waveforms pass through an additive white 

Gaussian noise (AWGN) channel which is affected by noise and interference. An interference may be categorized as either 

broadband or narrowband, and as either continuous or pulsed in time, depending on its origin. In this article, we limit 

ourselves to the analysis of continuous broadband interference, which can be characterized as an equivalent AWGN noise 

[13]. Interferences normally originate from a third party with or without malicious intention. In this article, we study the 

effect of artificial benign interference on countering eavesdropping attacks. An artificial interference can be implemented by 

deliberately broadcasting multiple signals to increase the confusion level at the eavesdropper using a multi-transmitter 

communication system [20-22]. The effect of more than one transmitter can also be simplified as AWGN noise if we assume 

that all the components in the interference are Gaussian random processes.  

2.1. Channel Performance and Decoding 

For ease of illustration in the following, we consider the binary values {1, -1} for the possible inputs and outputs of the 

BSC channel (where modulator and demodulator are part of the channel). We assume that the channel noise and interference 

cause statistically independent errors with average crossover probability   for each binary bit in the codeword. For coherent 

PSK and binary hard decision decoding, there is [13] 

    √
   

  
                                       (1) 
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Here    is the signal energy associated with each bit in the codeword,     is the interference and noise spectral density, and 

     is the Q-function. From (1), we know        . 

Suppose that the encoder has a code rate of    , i.e., every   information bits are represented by   chips. We further let   

represent the bandwidth. Let   represent the information bit rate. Let    represent the average power of the signal. Let    

represent the average power of the jamming interference and noise. We have         ⁄  , and therefore 

  

  
 

 

 

   ⁄

    ⁄
  

 

 

 

 

  

  
                                                 (2) 

Here   ⁄  is the bandwidth expansion factor.     ⁄  is the signal-to-interference-plus-noise (SINR) power ratio, which is 

usually smaller than unity in a multi-transmitter spread spectrum system. After replacing the expression for     ⁄ , we can 

rewrite (1) as 

     √
 

 

 

 

  

  
                                                     (3) 

Because Q-function is a monotonically decreasing function, the crossover probability   decreases as     ⁄  increases, and 

it also decreases as   ⁄  increases. However, the bandwidth expansion factor   ⁄  can be equivalent to the spreading factor 

in a DSSS spread spectrum system if the number of chips used to represent an information bit is chosen to be the same as the 

reciprocal of     (assuming BPSK modulation) [13]. In this case, we have 

     √    ⁄                                                                  (4) 

which is solely dependent on     ⁄ . 

In the following, we further derive how the codeword error rate may change with   for the legitimate receiver and for the 

eavesdropper with the assumption of hard decision decoding at the demodulators in a DSSS spread spectrum system. 

Suppose the modulator processes a codeword              of length   with the  -th bit denoted as   , for      . In a 

practical DSSS implementation, a binary PN sequence              of the same length is used to scramble the codeword, 

and                   is transmitted. Suppose the receiver is synchronized with the transmitter and use the same PN 

sequence to demodulate the codeword. Because       , the codeword           is recovered by repeating the spreading 

process twice (assuming a perfect channel). Without loss of generality, let us assume an all-one codeword           in the 

following discussion, and              will be the transmitted sequence.  

Due to the existence of interference and noise, there will be errors in the received scrambled bit sequence. Let    denote 

the error pattern for bit  , and    {    }. We have  ̂      , where  ̂  is the received bit   in the scrambled codeword. 

Previously, we have used   to represent the crossover probability for a bit error in a codeword, and therefore 

                                                       (5) 

At the decoder, the de-spreading process recovers the transmitted codeword and compares it with all legitimate 

codewords. This can be explained by calculating the sum 
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  ∑     ̂ 
 
    ∑        

 
                                                            (6) 

There                 is the PN sequence used by the decoder. If everything is correct, we have            , for 

     , and therefore    . Assume codewords are uniformly distributed in the code space, and the minimum distance 

between two codewords are     . Without loss of generality, a codeword could be decoded in error if         , where 

uncertainly exists when the two sides are equal. In the following, we separately study the probability            ), 

which serves as a tight upper bound of code error probability, for the legitimate receiver and for the eavesdropper.  

2.2. Error at The Legitimate Receiver 

For the legitimate receiver,        , for      , and therefore   ∑   
 
   . If the errors are independent at different bit 

positions,   is a sum of independent discrete random variables and it follows a binomial distribution. For a specific error 

pattern sequence             , the probability of observing it is 

                                                                (7) 

where   is the number of times that      , and   {       }. 

For this specific error pattern, we have       , and there are ( 
 
) error patterns that lead to the same  . Therefore, the 

probability 

          ( 
 
)                                              (8) 

From the above, we know that there could be a codeword error when   is below the threshold       , and this 

probability is 

            ∑ ( 
 
)           

  ⌈
 

 
    ⌉

        (9) 

where ⌈
 

 
    ⌉ is the ceiling function that takes the least integer greater than or equal to 

 

 
    . The codeword error 

probability decreases when      is increased. 

When   is large (which is normally true for a DSSS system) and   is not near 0, we can apply the central limit theorem 

and use a normal distribution to approximate the distribution of  . We have 

                                                                (10) 

and 

              
 

 
       

√       
                                       (11) 

The above function monotonically decreases as   decreases. This is consistent with the intuition that the codeword error 

probability decreases as the bit crossover probability decreases. The above function also decreases as      increases, and 

           . However, the selection of      may affect the coding rate     and the latter may affect   according to (3).  

From (11), we can estimate the bit error probability (BER). Suppose each codeword represent an information sequence of 

length  , and there are    codewords in total. In general, the probability that the receiver declares any non-all-one codeword 
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as the all-one codeword is different for different codewords. In this article, we simplify the problem by assuming the same 

probability applies for any codeword (except the all-one codeword) to be declared as the all-one codeword, and this 

probability is thus               
    . In addition, we know that there are ( 

 
) information sequences with distance 

  to the information sequence represented by the all-one codeword. We therefore can estimate the average BER as: 

    
           

       
∑ ( 

 
) 

                                                 (12) 

When       , it is an extreme situation with only two codewords of length  . A binary repetition ( , 1) block code is 

such an example. In our experimental implementation in the following of the article, we use a binary repetition ( , 1) block 

code, and use a length-   PN sequence to represent an all-one codeword (representing information bit 1) in the DS spreading 

process, and its opposite (i.e. multiplied with   ) to represent an all-minus-one codeword (representing information bit   ). 

In this case, the codeword error probability given in (11) equals to the bit error probability (BER) of the information bits, and 

the BER is 

      
 

 
    

√       
                                                          (13) 

where the value of    is given by (4). Another way to derive (13) is to let     in (12).                     

Replacing   in (13) with (4), we can see clearly that the BER decreases as     ⁄  increases. This is also drawn in Fig. 2. In 

Fig. 2, BER is near 0 when            ⁄       . We also have        ⁄           which means the receiver 

receives no information at the limit. We can also achieve a lower BER for the same     ⁄  if the spreading factor   increases, 

but this means a lower coding rate and therefore a requirement of larger bandwidth according to (3). 

2.3. Error at The Eavesdropper 

Next, we analyze the codeword error probability for the eavesdropper. The eavesdropper is not a legitimate party in the 

communication system and has not negotiated with the transmitter on which PN sequence to use. We assume there is no 

good way to guess the PN sequence (and we prove this for our proposed secret code generation scheme in future sections) 

and therefore                 used by the eavesdropper is different from             . The eavesdropper otherwise works 

in the same way as the legitimate receiver and its decoder also calculates   as in (6).  

In (6), there is         {    }, for      . For truly random numbers, we have  

                                              (14) 

and 

                                                            (15) 

We assume that the values of         are outcomes of the two mutually independent random processes      and       that 

generate respective PN sequences at the transmitter and at the receiver/eavesdropper. We also have the crossover probability 

for    already defined in (5), which is independent of        .  
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Let           , for      . We can calculate the distribution of {  } as: 

         

     
                        

  

                      
                

        
                       

  0.5                     

                                                     

(16)  

and                         

We can relax the assumptions by only assuming either {  } or {   } to be truly random and can still reach (16) in this case. 

We therefore have   ∑   
 
    which follows a binomial distribution with parameter 0.5 and  , and can calculate the 

codeword error probability as: 

                ∑ ( 
 
) 

  ⌈
 

 
    ⌉

                         (17) 

When   is large,         . We have a simplified expression: 

             (
      

√ 
)                                         (18) 

It can be seen that the codeword error probability given by (17) and (18) are constants, which are not dependent on the 

channel parameter  , and therefore not affected by     ⁄ . We can also estimate the BER according to (12). When       , 

and    , we have the codeword error probability being the same as BER, and 

        .                                                           (19) 

This shows that the eavesdropper will always have a worst-case BER when she uses a PN sequence that is not correlated 

with the one used by the sender.     

So far, we have studied the ideal situation when the two PN sequences are independent of each other. In practice, there 

could be some correlation between              and                 depending on the way that the numbers are generated. 

Let    [   ], which is the expectation value of the product between the two discrete random processes       and 

      that generate respective PN sequences. We assume   is time invariant in this article. Because         {    }, for any 

 , we have       .  

According to the definition of covariance, we have 

             [ ] [  ]                                              (20) 

 

 

 

 
Fig. 1.  Wire-tap channel. 
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where           is the covariance between processes      and      , and      is the expectation function. Further assume the 

PN sequence at the transmitter has a good randomness, i.e. (14) holds. We thus have   [ ]   , and            . It means 

  is equivalent to the covariance in this case. If both (14) and (15) hold, we can derive that   will be equivalent to the 

Pearson correlation coefficient.  

Let   be the probability that         , and therefore      . Because the product       {    }, we have 

                                                   (21) 

According to the definition of  , we can calculate       

      .                                      (22)  or 

 
Fig. 2.  BER changes monotonically with SINR in DSSS communication 

using (100,1) block code. In the figure, we have 𝜎    9  for 

eavesdropper 1,  𝜎      for eavesdropper 2, and 𝜎       for 

eavesdropper 3.   
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                                                                         (23) 

We now look at the distribution of {  } without assuming the mutual independence of {  } and {   }: 

          

     
                 

              

     
                   

                

                

                                                                           (24) 

and 

                                                             

(25) 

Following a similar process as in (7-9), we can 

calculate the codeword error probability 

            ∑ ( 
 
)      

  ⌈
 

 
    ⌉

                                                                       

(26) 

When   is large, we have the approximation 

              
               

√              
                       

(27) 

We again can use (12) to estimate the average BER. When       , and    , we have the codeword error probability 

being the same as BER, and 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 3.  Relationship between BER at the eavesdropper and 𝜎  (i.e. the 

covariance under the condition of (14)). In this figure, we have tested 

different SINR from -60dB to +10dB. The BER at the eavesdropper has 

converged at -60dB and at +10dB, which means the BER cannot be further 

changed by decreasing or increasing SINR beyond these limits. 
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       √ 

√           
                                                    (28) 

where           and       .  

Further, we have 

                                                                 (29) 

This means the BER values for a negative   is a mirrored copy of the BER values for its positive opposite, and it is 

enough to study only the positive  . From (29), we can also conclude that BER is a constant 0.5 when    . 

Replacing   in (28) with (4), we can draw the relationship between BER and SINR for the eavesdropper in Fig. 2, where 

SINR in dB is defined by 

            
  

  
                                                          (30)                                            

In Fig. 2, we have chosen only to draw the graph for    , and has ignored the upper half of the graph for    . The 

influence of a negative   is however shown in Fig. 3 and more details are given there.  

Next, we derive the limits of the BER for the case when    . Note that when    , we have              . This 

is a limit that we have already shown in (19) for the case when the eavesdropper uses an independent and uncorrelated PN 

sequence. When    , we have       
      √ 

 √      
 , which can be rewritten as (13). It means the eavesdropper will be able 

to achieve the same BER as the legitimate receiver, when she uses an identical PN sequence. Therefore, the lower bound for 

the eavesdropper‟s BER is defined by the BER of the legitimate receiver, while the upper bound is 0.5 which represents the 

worst-case scenario. These bounds are tight on the left part of Fig. 2 when     ⁄   .  
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For the right part of Fig. 2, the bounds given above are not tight, but BER converges as     ⁄  increases. When     ⁄   , 

we have    , and        ⁄         
√ 

√
 

    
 . Because the Q-function converges quite fast, this limit serves as a tight 

lower bound when     ⁄  is large, and therefore 

      
√ 

√
 

    
                                                               (31) 

In Fig. 2, it is demonstrated that the lower bound shown in (31) is greater than 0 when    . This means that there is a 

guaranteed minimum level of confusion (regardless of SINR) at the eavesdropper when | | is small.  

In Fig. 3, it shows how the experienced BER at the eavesdropper changes when   changes, in different SINR (in dB) 

scenarios. We can see that the left half of the graph is a mirrored image of the right half. Though the BER can be as worse as 

1 when    , the decoded message is totally dependent on the original in this case and carries as much information as the 

original. Because of this,   and    lead to the same level of information leakage for the eavesdropper, and 0.5 is the worst-

case scenario for BER.  

Fig. 3 shows that the eavesdropper has her maximum confusion with BER near 0.5 regardless of the value of  , when 

SINR is extremely small. When SINR increases, BER generally decreases for the eavesdropper if    . However, the lower 

limit is bounded by (31) which cannot be further decreased when SINR increases. In Fig. 3, this lower bound is already 

reached when          .  

2.4. System Optimization 

Our objective is to encode data in a way that an eavesdropper‟s level of confusion will be as high as possible while the 

error rate at the legitimate receiver is below an acceptable threshold. If we choose to use BER to define the objective 

function (which can also be defined using codeword errors), it can be illustrated as 

    |          |  

                                                                        (32) 

In (32),        and       are respectively the bit error rates experienced by the eavesdropper and by the legitimate 

receiver. Their functions are respectively defined in (28) and (13) for       block code. In the above, we have assumed there 

is an unlimited power available to generate artificial interference. Otherwise, (32) also subjects to the power constraint.  

For the objective function |          |, it reaches its absolute minimum value when           . From Fig. 2 and 

Fig. 3, we know this limit is achieved when     or when        . These will be the two directions we work in the 

design of the secret communication system in the following of this article: 1. To propose a secret spreading code generation 

scheme which is proved to be difficult to guess by the eavesdropper and lead to a small | |; 2. To introduce artificial 

interference at the eavesdropper which will decrease     .  
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Decoding at the legitimate receiver will not be negatively influenced by the proposed secret spreading code assuming 

there is a secure scheme to share the secret. A secret spreading code scheme will, however, greatly degrade the decoding 

performance at the eavesdropper if | | is small. We show the secret code generation schemes in Section 3. Noise and 

interference also play important roles in anti-eavesdropping communication. Another contribution of this article is that we 

have looked at how the decoding at the eavesdropper can be degraded by manually introducing artificial interference. From 

Fig. 2, it is clearly shown that the decoding performance at the eavesdropper will be degraded when SINR decreases. If we 

can artificially create the interference in a way that will only degrade the performance at the eavesdropper and there is also 

an infinite amount of power available for the interference source, we basically can make         at the eavesdropper 

and the objective function |          |   . One approach to create artificial interference that only affects the 

eavesdropper is presented in [20]. However, if the artificial interference cannot be decoupled from the legitimate receiver, 

SINR at the legitimate receiver also decreases with an increasing amount of interference, which makes        increase. 

Given an upper bound threshold for       , the theoretical minimum requirement for the ratio     ⁄  or its corresponding 

SINR can be calculated from (4) and (13), by letting the right-hand side of (13) to be equivalent to the threshold. This 

minimum required     ⁄  ratio (or its equivalent SINR) imposes an upper limit on the amount of artificial interference, i.e. 

the value of   , that can be added into the system with an acceptable performance at the legitimate receiver. For    , it 

also means the worst case for        is bounded with     |          |   .  The goal of the optimization is thus to 

find a suitable    (which cannot be infinitely large) that will reach this limit of confusion level at the eavesdropper.  

3. A Non-Cryptographic Secret Code Generation Scheme 

3.1. The Proposal 

In our earlier work [10], a non-cryptographic secret code generation scheme was presented. In this article, we restate a 

generalized version of this scheme, and test its performance in a simulation environment.  

Instead of relying on a cryptographic algorithm to encrypt a PN sequence, the non-cryptographic method randomizes the 

spreading code generation process by selecting different initial states and by selecting the mapping function used for code 

generation. In comparison to the using of cryptographic algorithms, the proposed method is lightweight and does not incur 

the overhead of encryption and decryption.  

To allow correct decoding at the legitimate receiver, a shared secret between the sender and the legitimate receiver is used 

to derive the initial states and the mapping function. Borrowing the concept from cryptography, we denote this shared secret 

as a Key in this context. However, there is no encryption or decryption process. The solution scheme is drafted in Fig.  4.  

In Fig.  4, multiple LFSRs are adopted. Their outputs are fed into a Boolean function which is configured according to the 

parameter Key. The output sequence of the Boolean function is, therefore, dependent on both the internal states of LFSRs 
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and the secret Key. The Boolean function specifies the mapping relationship of one Boolean vector to another Boolean 

vector.  For the input Boolean vector of k bits, and the output Boolean vector of m bits, there is a set of Boolean functions of 

the type      . In our design, the multiple LFSRs provide k bits input to the Boolean function at each clock pulse, and 

the output can be one bit or multiple bits after each pulse.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 4.  The secret code generation process with randomized initialization 
vectors (IVs). The secret Key shared only between the sender and the 

legitimate receivers specifies both the initial states of LFSRs and the 

Boolean function F. 
 

Table 1. Truth table 

LFSR1 LFSR2 LFSR3 Outputs 

0 0 0 𝑘𝑒𝑦  𝑘𝑒𝑦 
 

 𝑘𝑒𝑦 
  

 

0 0 1 𝑘𝑒𝑦  𝑘𝑒𝑦 
  𝑘𝑒𝑦 

   

0 1 0 𝑘𝑒𝑦  𝑘𝑒𝑦 
  𝑘𝑒𝑦 

   

0 1 1 𝑘𝑒𝑦3 𝑘𝑒𝑦3
  𝑘𝑒𝑦3

   

1 0 0 𝑘𝑒𝑦4 𝑘𝑒𝑦4
  𝑘𝑒𝑦4

   

1 0 1 𝑘𝑒𝑦5 𝑘𝑒𝑦5
  𝑘𝑒𝑦5

   

1 1 0 𝑘𝑒𝑦6 𝑘𝑒𝑦6
  𝑘𝑒𝑦6

   

1 1 1 𝑘𝑒𝑦7 𝑘𝑒𝑦7
  𝑘𝑒𝑦7

   

A truth table defines a Boolean function 𝐵𝑘  𝐵𝑚 that maps 𝑘 input 

bits to 𝑚 output bits. In this table, 𝑘  3 and 𝑚  3. 
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Let us firstly consider the case where the output is one bit per clock pulse. That is to say, m equals to 1 in the output 

Boolean vector. In this case, there is a total of    
 possibilities for the Boolean function of the type      . This number is 

huge even for a small k. Therefore, it is difficult for a receiver (or an eavesdropper) to guess the secret code output without 

specifying the Boolean function. In the proposed scheme, we use the secret Key to specify the Boolean functions. 

Conventionally, a Boolean function is defined by a truth table. For an example of three-bit input with three LFSRs, the truth 

table is shown in Table 1. In Table 1, we have arranged the rows from all 0s to all 1s (i.e. from the smallest binary value to 

the largest binary value). We then use the Key to define the output, so that the bit   in the Key specifies the output for the 

input combination defined in the row number  . For example, with binary inputs         , the output bit will be the same as 

the sixth bit key6 in the Key. In general, a Key used to specify one output bit in the truth table with k input bits has the size 2
k
. 

In Table 1, we however show a generalized truth table with multiple output bits per row. In comparison to the simple scheme 

where one output bit is determined for each row selection, multiple output bits can be determined for each row selection with 

the using of multiple derived keys (from the original Key). Let k be the number of input bits, and m be the number of output 

bits per row. There are a total number of      possibilities for the Boolean functions of the type      . To choose a 

Boolean function from such a large pool, we would need a Key of the size     , which is m times longer than the Key 

required for one-bit output case. An alternative is to use derived keys. Assume that Key is a random bit sequence of the size 

2
k
. It is possible to derive      and       from the Key such that                and                  by 

repeatedly applying a one-way hash function. In this case, the actual Key size is shortened, but the randomness in the output 

bits is still guaranteed through the pseudo-random output of the hash function. Regardless of whether a short version of the 

Key is used or not, the final period of the secret code sequence would be m times of the original period when there are m 

output bits.  

At the time of writing this article, a key of 128 bits is deemed secure for the block cipher AES [9]. Our scheme does not 

require the using of a conventional cipher, but the requirement on a shared secret resembles the need for a symmetric key. 
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Thus, the vulnerability analysis for AES cipher against brute force attacks also applies here. To fully utilize the key space for 

a key of 128 bits, there need to be seven LFSRs according to the truth table shown in Table 1. By adding one more LFSR, 

we can easily double the key size. Therefore, it is easy to implement a secret code generator that adopts a strong key.  

So far, we have not made assumptions on the initial states of LFSRs. The initial states of LFSRs must also be specified to 

facilitate the decoding synchronization. Suppose there are k LFSRs, and the  -th LFSR has    one-bit registers. The total 

number of combinatorial states would be  ∑   
 
   . Not all these states, when they happen to be the initial states, would lead 

to the same secret code sequence. We say two PN sequences are the same if one sequence can be recovered by bit shifting 

another sequence. Because not all states appear during a period of a PN sequence, totally different PN sequences can be 

generated with different initial states (or combinations of states). It is impossible for a receiver to synchronize with the 

transmitter when they use different PN sequences.  

To solve the synchronization problem with initial states, an easy solution is to use fixed initial states and state 

combinations. However, it is found in our experiments in the following that this makes the spread-spectrum communication 

system vulnerable to eavesdropping attacks. We, therefore, suggest in this article to randomize the initial states using the 

shared secret Key. 

Assume there are, in total, k LFSRs in the system. For the  -th LFSR, the number of one-bit registers it has is denoted as 

  . We use an initialization vector to initialize the values of those one-bit registers in a LFSR. The number of bits in the 

initialization vector is the same as the number of one-bit registers in the LFSR. For the  -th LFSR, its initialization vector is 

given as:  

             ||                                                             (33) 

where        , and the initialization vector is generated by performing a one-way hash function on the secret Key. In (33), 

the hash input is the Key concatenated with the index   of the      . Then the leftmost    bits of the hash output are 

truncated to give the initialization vector    . The secret code generation scheme with randomized initialization vectors is 

depicted in Fig. 4. 

With randomized initialization vectors, the initial states of LFSRs cannot be determined without knowing the Key. For a 

brute force attack, it would mean an exhaustive search among  ∑   
 
    potential initial states, or an exhaustive search for all 

possible Key values. This is difficult with the use of a reasonable long Key.   

3.2. Vulnerability Analysis 

In this section, we analyze the security of the proposed secret code generation scheme when it faces some common 

attacks. 
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1) Resistance to Brute Force Attacks 

In the proposed scheme, the Key is a secret which is shared by the sender and the legitimate receiver. The Key also 

determines the initial states of LFSRs. All the other designs and configurations are not assumed to be confidential. On 

theory, it is possible to undermine the security of the proposed scheme by guessing the Key. A brute force attack blindly 

guesses the value of the Key and will, on average, require the exhaustive search of half of the space of all possible Key 

values until it finds a match. The security requirement on the Key is that it should be statistically random and have a 

minimum length that can make it resistant to a brute force attack. According to the top-500 computer list [37], one of the 

fastest super computers at the time of writing is called Sierra and it has a speed of nearly 100 petaflops. If it takes 1000 

operations to verify a Key value, it will require 3      55 years for Sierra to exhaust the 256-bit key space. Due to the 

power relationship between the Key size and the number of LFSRs in the proposed scheme, a system with a reasonable long 

Key can be easily implemented without using too many LFSRs.  

Another requirement for a successful brute force attack is the ability to know what data are correct or to recognize a 

„match‟. If the original data are on the format of a readable text, it is reasonable to assume that an adversary could have such 

an ability. But that usually means a human intelligence is required to recognize the text, and the attack cannot be automated 

and is thus less effective. In more general cases, the original data could represent anything such as video and voice, and they 

are encoded in different encoding schemes and even encrypted (e.g. when upper-layer encryption is applied). Because of 

this, we should not assume that an adversary could recognize the data even when a correct Key happens to be tried. 

Therefore, the probability to successfully launch a brute force attack at the physical layer is very low. 

2) Resistance to Blind Estimation Techniques 

Blind estimation techniques can be used to eavesdrop a spread-spectrum system and they have been illustrated in [1, 5-7]. 

For a DSSS signal with known symbol length, it is shown that the pseudo-random number (PN) sequence used as the 

spreading code can be blindly estimated through eigen-analysis techniques. The received signal is divided into non-

overlapping temporal windows of the length of a symbol, from which a covariance matrix is computed. The PN sequence 

can then be estimated from the two first eigenvectors of the covariance matrix. Other useful information such as the 

desynchronization time can also be extracted from the eigenvalues. The symbol length or the period of a PN sequence can 

also be estimated blindly [5, 7].  

The blind estimation techniques rely on the assumption that the same PN sequence is repeatedly applied to modulate 

different symbols (for a duration of at least one call). An example is that if a PN sequence of the length 31 is selected, every 

symbol will be represented by 31 chips. Depending on the sign of the symbol, either a full copy of the PN sequence is used 

to represent the symbol or the bitwise XOR version of the PN sequence is used. Although this is the case on commercial 

systems such as CDMA systems (where a short PN sequence, e.g. a Gold Sequence, is often assigned to a mobile station 

during call setup), it is not a valid assumption in our proposed scheme.  
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In the secret code generation scheme illustrated in this paper, a PN sequence of a long period is assumed. An analysis on 

the long-period property of the secret code sequences can be found in our earlier paper [10]. This paper also proposes a 

general scheme with multiple output bits per row in the truth table (see Table 1). In the general scheme, the period of a 

generated secret code sequence becomes even longer, which is basically multiplied by the number of output bits per row in 

comparison to the one-output-bit scheme. Let   be the length of the PN sequence and let   be the spreading factor (i.e. the 

number of chips used to represent a symbol), we have    .  Therefore, only a small part of the PN sequence will be used 

to modulate any symbol, and different parts of the PN sequence will be used to modulate consecutive symbols (for a duration 

of at least one call). This is different from the conventional schemes used, for example, in CDMA systems.  

The blind estimation techniques are based on the observation that a portion of the signal in a temporal window is 

correlated with a portion of the signal in the subsequent non-overlapping temporal window (and the length of this temporal 

window is usually the duration of a symbol). When the same short PN sequence has been used to modulate a symbol and its 

subsequent symbols, there are correlations in the signals. This can be detected via computing the covariance matrix and its 

eigenvalues. However, when different PN sequences (or different parts of one PN sequence) are used in modulating different 

symbols, there are no hypothetical correlations in the signals, and thus the whole idea of eigen-analysis-based blind 

estimation techniques is undermined. In the authors‟ another paper [12], it is suggested to use dynamic session keys for 

different sessions. When dynamic session keys are used to update PN sequence generation process, there will be an enhanced 

security against blind estimation techniques. 

3.3. Deployment Challenges 

One challenge to deploy the proposed solution in real-world communication system is the requirement for a key 

distribution scheme. The common ways of distributing new keys include relying on a pre-shared master key to generate new 

session keys [12] or using the Diffie-Hellman scheme [34]. A remote keyless system used for car entry or garage entry uses 

rolling code which is generated using a pseudo-random number generation algorithm, where the seed to the algorithm serves 

the purpose of a pre-shared master key. As it is in a remote keyless system, it is also possible to build a pre-shared key in the 

firmware of the wireless transmitter and receiver. If there is a user interface, the pre-shared key can also be entered manually. 

One example of entering a pre-shared key manually is when we configure the SSID password to our home WiFi system. 

Based on the pre-shared key, a wireless communication system can automatically derive a new session key for every new 

connection using a scheme like it is in the remote keyless system.  

Diffie-Hellman approach provides a way of setting up a secure communication channel on the fly. A few messages 

(including public keys) are required to be exchanged between the participating parties before a secret key is negotiated. This 

does not undermine the security of the scheme as the initial messages do not contain secret information. The Diffie-Hellman 

approach can also be used to negotiate the shared key for our proposed secrete spreading code generation scheme. In this 
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case, every new connection will start with a Diffie-Hellman handshake before proceeding to encrypted communication, and 

Diffie-Hellman handshake can be implemented as an operating system service for other network applications.  

4. Experimental Results 

In this section, we demonstrate the results from a BPSK-DSSS implementation in a simulation environment. The purpose 

of the experiments are two folds: 1. To verify the theoretical results we have derived in Section 2, i.e. the relationship 

between BER and SINR, and the relationship between BER and  ; 2. To demonstrate the anti-eavesdropping performance of 

the proposed non-cryptographic secret code generation scheme.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The details of the experimental setup are drawn in Fig. 5.  We have assumed the using of one sender (with data source), 

one legitimate receiver and one adversary. The communication is over an AWGN channel which involves both ordinary 

 

Fig. 5.  A demonstration of secret spread-spectrum communication in the 

presence of an adversary. 
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noise and broadband artificial interference. The generation of artificial interference can be done in a multi-antenna system 

[20] and the interference can be designed in a way that only degrade the performance at the eavesdropper. We, however, 

have not implemented separate interference channels for the legitimate receiver and for the eavesdropper. A decoupled 

interference channel (if implemented) will only give better performance (in terms of BER) for the legitimate receiver, and 

the results presented below can thus be viewed as a worst-case scenario for the legitimate receiver.  

The secret code generator which has been implemented consists of seven LFSRs of different feedback structures. There is 

a 128-bit secret Key that controls the output of this secret code generator. In this demonstration, we use a basic truth table 

with only one output bit per row. The sender and the legitimate receiver use the same secret code generator with the same 

configuration. The adversary also uses a secret code generator with the same internal structure but different initial states and 

different Boolean function due to her lack of knowledge on the secret Key. 

For error correction, we use a (100, 1) hamming code which is a binary repetition code with only all-one and all-zero 

codewords. In DSSS, we choose the spreading factor to be equivalent to the length of the codeword. Therefore, we have each 

information bit represented by 100 chips after DSSS. For BPSK demodulation, we use hard decision decoding which 

conforms with the assumptions in our theoretical models. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 6.  Relationship between BER of the eavesdropper and 𝜎 . For the 

experimental data, we have used the covariance to estimate 𝜎 and this has 

unfortunately introduced unwanted noise. The unwanted noise is removed 

in Fig. 7. 
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We firstly test the performance when the initial states are fixed and known to the adversary. This is a configuration that is 

not recommended. If an adversary knows part of the plaintext, it is on theory possible to infer the secret spreading code by 

exclusive-OR the plaintext with the eavesdropped signal, and therefore undermine the confidentiality for the rest of 

communication. Simulation results presented in the following show that the anti-eavesdropping capacity in the case of using 

fixed initial states is limited even when the adversary does not have a known plaintext. To minimize the effect of 

interference and noise, we use a SINR of 100dB in our tests. The values of the Key are randomly selected by the sender and 

by the adversary. For most of the cases when the Key values are different, the adversary could not correctly receive a 

message. But it is found that when the hamming distance between the Key values used by the adversary and by the sender is 

small (which will inevitably result in two correlated spreading code sequences with the using of fixed initial states), the 

adversary can decode the message with a small BER. This represents a great risk because the adversary can theoretically 

define a dictionary consisting only a small number of Keys which equally divide the Hamming space. By trying each entry in 

the dictionary, the adversary will be able to easily find a suitable Key that can be used to decode the message with small 

errors.  

In our suggested secret code generation scheme, LFSR initial states are randomized and they are dependent on the Key. To 

simulate this situation, we change both the LFSR initial states and the Boolean function randomly. It is found that, in this 

case, it is highly unlikely for the adversary to correctly eavesdrop a message. The using of different initial states adds extra 

randomness to the secret code outputs. The correlation between the secret code sequences now has a complex relationship 

with the chosen Key values, and this cannot be simply specified by Hamming distance. The chance of getting similar secret 

code sequences will become much smaller if the requirement is to find both a match on the initial states and a match on the 

Boolean function. In our suggested scheme, the initial states are determined by performing hash functions on the Key, which 

means even a small difference in the Key values (i.e. a small hamming distance) will result in very different initial states and 

thus a big difference in the final secret spreading codes.   

 With the using of randomized initial states, Fig. 6 shows the results from a set of random tests by setting random Key 

values. We also control the interference by manipulating the SINR in the AWGN channel. The adversary generally 

experiences a high error rate (which is of course dependent on both the SINR and  ). Considering that a BER which is 

smaller than    5 is often considered acceptable in wireless communications, the observed BERs have all been too bad to be 

acceptable, which is good for anti-eavesdropping secret communication.  
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 We also draw the theoretical BER values according to (28) in Fig. 6. The theoretical values generally conform with the 

experimental results, as BER decreases when   increases, and BER becomes closer to 0.5 when SINR decreases. However, 

the noise is large because we have used the covariance values to estimate   for the experimental observations. It is found that 

neither the covariance nor the correlation coefficient is accurate on estimating  , which is defined as the mean of the product 

of spreading codes. We can however correct the experimental values using (20). 

 Fig. 7 shows the results from another set of random tests. On drawing Fig. 7, we have calculated   as the mean of the 

product of the two spreading code sequences (used respectively for transmission and reception) according to its definition. 

The experimental observations conform quite well with 

the theoretical results in this case.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Most of the tests that are performed have a small   value which lies in the range between      and    , which means 

there is little correlation between the spreading code sequences used by the sender and by the adversary. In another word, the 

Fig. 7.  Relationship between BER of the eavesdropper and 𝜎 . In this 

figure, we have used the definition 𝜎  𝑬[𝒓𝒓 ] for the experimental data. 
A good fit with the theoretical results is observed. 
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proposed non-cryptographic secret code generation scheme has demonstrated a good anti-eavesdropping performance in 

practice.  

 The influence of interference can be more clearly seen in Fig. 8, where we have tested different SINR values from 

      to      . We draw the observations for two eavesdroppers with respectively          and        . We also 

draw the theoretical results for the eavesdroppers (with (28)) and for the legitimate receiver (with (13)). The experimental 

observations conform with the theoretical results quite well, which validates the theoretical models and results presented in 

Section 2. For the legitimate receiver, the results cannot be directly compared with the eavesdroppers if they have different 

channels. But generally, the legitimate receiver is less sensitive to interference in comparison to the eavesdroppers when 

SINR       . In all tests, the BER at the legitimate receiver has converged to 0 for a SINR       . For the 

eavesdroppers, the BER also converges when the SINR is greater than certain limit (see (31)). But this limit is much greater 

than       when   is near 0 according to Fig. 8 and Fig. 2. The existence of this gap justifies the proposal on using 

artificial interference on countering eavesdropping attacks. Though the boundaries of the gap can be discussed depending on 

coding schemes and on the maximum BER acceptable by the legitimate receiver, we can find such a gap for all kinds of 

      block codes using formulas that have been derived in Section 2. The objective of artificial interference is thus to cause 

a SINR at the eavesdropper that lies below the upper boundary of this gap, and another SINR (which could be different) at 

the legitimate receiver that lies above the lower boundary of this gap. To determine the optimal amount of artificial 

interference (assuming there is an infinite amount of power available for the interference source), we can follow the process 

as in Section 2.4 and use the lower boundary as the threshold in this case.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 8.  Simulation results on the relationship between BER and SINR in 

BPSK-DSSS communication with coding rate 1/100. In the figure, we have 

𝜎         for the eavesdropper in Case I, and 𝜎        for the 

eavesdropper in Case II.  
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5. Related Works 

Shannon‟s pioneer work [14] in 1949 defines a cipher system where the transmission of information is done in the 

presence of a passive eavesdropper. According to Shannon‟s work, a random secret key must be firstly shared between the 

transmitter and the legitimate receiver, and the key length must be at least as long as the message itself to guarantee perfect 

secrecy. In 1975, Wyner [15] formally characterizes the channel capacity for secret communication in the existence of an 

eavesdropper by assuming different channels for the legitimate receiver and for the eavesdropper. He assumes a perfect 

knowledge on coding at the eavesdropper, and the perfect secrecy is only achieved when the eavesdropper has a different 

noisy channel and the coding rate is (extremely) low.  But Wyner‟s work does not require the sharing of a secret key. Since 

then, the study of anti-eavesdropping has been extended to more general communication systems [26, 27].  

Our work provides physical layer security for DSSS spread spectrum systems through the using of secret spreading codes. 

Spread spectrum systems of all types are generally immune to noise and interference for the legitimate receiver and provide 

no information to eavesdroppers if they do not know the spreading sequence. There have been many usages on the anti-

eavesdropping capabilities of spread spectrum systems. In [31], spread spectrum techniques are used to provide 

eavesdropping-aware routing and spectrum/code allocation for elastic optical networks. In [16], A hybrid spread spectrum 

system with both FHSS and DSSS is found to be more resistant to eavesdropping attacks since the eavesdropper will have to 

know both codes (used respectively by FHSS and DSSS). However, many studies also show that it is not enough to rely 

solely on the spread-spectrum techniques themselves to provide confidentiality [1, 5-7]. Our work has proposed to use secret 

spreading codes to provide secrecy. By encrypting spreading codes and sharing the key with the legitimate receiver, the 

authors in [17, 35] successfully demonstrate a secure hopping scheme with FHSS modulation that is resistant to both 

jamming attacks and eavesdropping attacks. Pöpper et al. [18] argue that the requirement to share pairwise or group keys is a 
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drawback for emergent anti-jamming communications and propose uncoordinated spread spectrum communications where 

the sender repeatedly spreads the signal using codes from a known public set. This scheme, though it does not require the 

sharing of keys, does not limit the eavesdropper‟s capacity on correctly receiving the message. To ensure that the legitimate 

receiver can succeed within an expected time, the size of the public set cannot be too large, which makes the proposed 

scheme vulnerable to brute force attacks. Another work that does not require a key for anti-jamming is the randomized 

positioning DSSS scheme proposed in [36] but there is a similar drawback as in [18] when it comes to anti-eavesdropping. A 

delayed seed disclosure scheme [19] has been proposed to be implemented in spread spectrum systems for anti-jamming, 

where the spreading sequences are randomly generated using the seed. But a delayed disclosure scheme cannot prevent 

eavesdropping either if an eavesdropper can also overhear the delayed seed.   

Artificial interference (also called artificial noise or artificial jamming in other works) has been concluded in this article to 

be an effective method to degrade the performance at the eavesdropper. Assuming the availability of multiple antennas or 

relays, a theoretical way of generating artificial interference has been proposed in [20] for the secret communication between 

two nodes, where the artificial interference signal is chosen to lie in the null space of the legitimate receiver‟s channel. The 

generated interference is nulled out by the legitimate receiver‟s channel and therefore only degrades the eavesdropper‟s 

channel. MIO [32] uses information from a previous data packet to encrypt data in the future packet, which makes the 

channel artificially noisy for the eavesdropper, but not for the legitimate receiver. If these techniques are used to implement 

the artificial interference in this article, the anti-eavesdropping performance could be improved as we have assumed that 

artificial interference could also degrade the channel at the legitimate receiver and this assumption limits the maximum 

acceptable interference power. More research works have been done to study the networkwide performances for complex or 

special networks, including multi-antenna and MIMO networks [21-23], file caching networks [24], energy harvesting 

systems [25], wireless sensor networks [28], and backscatter communication [33]. These works have not assumed the using 

of spread spectrum communication but provide theoretical frameworks that could be used to extend our work to a multi-

transmitter and multi-eavesdropper network environment. There are also other interesting works [29, 30] that build an 

artificial jammer inside the legitimate receiver, instead of the transmitter. Secure communications are achieved by selectively 

jamming part of signals which are redundant. 

6. Conclusions 

This article studies the anti-eavesdropping capacity of spread-spectrum based broadcast communication system. To 

improve the anti-eavesdropping capacity, we have proposed to use secret spreading codes and artificial interference. 

Theoretical analysis on receiving capacity at the eavesdropper and at the legitimate receiver has been done on a DSSS-PSK 

communication system. It is found that the eavesdropper would end up with her worst level of confusion if her used 

spreading codes is not correlated with the secret codes used by the transmitter. It is also found that artificial interference 
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could be introduced to greatly degrade the receiving performance at the eavesdropper without causing visible impact on the 

legitimate receiver. To degrade the performance at the legitimate receiver, a greater power of interference would be required 

in comparison to the eavesdropper even if we assume, they share the same interference channel.  

We have also proposed a lightweight non-cryptographic secret code generation scheme using a nonlinear combination of 

LFSRs. The transmitter and the legitimate receiver share a secret which is used to control the secret code generation. In the 

article, we have discussed the proposed scheme‟s capacity on countering known-plaintext attack, a fictitious dictionary 

attack, brute force attack and blind estimation techniques. It shows that the proposed scheme is secure.  

At the end, we have made simulations and the experimental results conform with the theoretical analysis quite well. The 

experimental results also demonstrate that the proposed secret code generation scheme could lead to unacceptable error rates 

at the eavesdropper. In addition, the impact of artificial interference on degrading the eavesdropping capacity at the 

eavesdropper is verified by the experimental results. 
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