
 

 

 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

Kristianstad University 

SE-291 88 Kristianstad 

+46 44-250 30 00 

www.hkr.se 

 

 
 
Independent project (degree project), 15 credits, for the Degree 
of Bachelor of Science (180 credits) with a major in Computer 
Science  
Spring Semester 2022 
Faculty of Natural Sciences 
 
 

Identifying Malicious Nodes 
in a Peer-to-Peer Network 
 

 

Wills Ekanem 

Kattia Rahi 

 

  

http://www.hkr.se/


 

 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

 

Author 

Wills Ekanem and Kattia Rahi. 

Title 

Identifying malicious nodes in a peer-to-peer network 

Supervisor 

Dawit Mengistu 

External Supervisor 

Benjamin Marsh 

Examiner 

Kamilla Klonowska 

Abstract  

The purpose of this study is to investigate techniques that can be used to identify 

malicious/ spam messages in a Peer-to-Peer (P2P) networks. Peer-to-Peer 

networks suffer from an extensive list of attacks, which usually occur from 

attackers taking advantage of their structural nature. This thesis studies and 

proposes techniques which can be used to identify spam packets and messages in 

a generic P2P network. The literature study supplies background knowledge on 

terminology, history, and attacks on P2P networks. In this report, we present the 

experimental work used to evaluate the techniques and the corresponding spam 

types that can be identified by these techniques.  

Keywords 

P2P network, Security, Spam, Distributed networking, Decentralised network.  



 

 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

Contents 
ABBREVIATIONS .................................................................................................................... 1 

1. INTRODUCTION.................................................................................................................. 2 

1.1. PROBLEM DEFINITION ................................................................................................... 2 

1.2. MOTIVATION ................................................................................................................ 3 

1.3. RESEARCH QUESTIONS .................................................................................................. 3 

1.4. SCOPE AND LIMITATION ................................................................................................ 3 

1.5. THESIS STRUCTURE ....................................................................................................... 4 

2. METHODOLOGY ................................................................................................................ 5 

2.1. LITERATURE STUDY ...................................................................................................... 5 

2.2 EXPERIMENTAL STUDY................................................................................................... 5 

2.3. ANALYSIS..................................................................................................................... 5 

3. LITERATURE STUDY ......................................................................................................... 6 

3.1. BACKGROUND .............................................................................................................. 6 

3.1.1. Peer to peer networks ................................................................................................ 6 

3.1.2. Decentralised vs centralised networks ....................................................................... 7 

3.1.3. History & Evolution of P2P systems .......................................................................... 8 

3.1.4. Applications of P2P Systems .................................................................................... 10 

3.1.5. Spam on the internet ................................................................................................ 10 

3.1.6. Attacks on Peer-to-Peer networks ............................................................................ 11 

3.2. RELATED WORK .......................................................................................................... 15 

4. EXPERIMENT AND IMPLEMENTATION ...................................................................... 17 

4.1. ENVIRONMENT SETUP ................................................................................................. 17 

4.2. EXPERIMENTAL METHOD ............................................................................................. 17 

4.2.1 Node Lifeline............................................................................................................ 18 

4.2.2. Classes of P2P Spam ............................................................................................... 20 

4.2.3. Query Dependent Information Ranking .................................................................... 21 

4.2.4. Semantic Analysis ................................................................................................... 22 

4.2.5. English Scoring ....................................................................................................... 24 

5. RESULTS............................................................................................................................. 26 

5.1. RESULTS FROM LITERATURE STUDY ............................................................................ 26 

5.2. RESULTS FROM EXPERIMENTAL STUDY ........................................................................ 27 

6. DISCUSSION ....................................................................................................................... 34 

7. CONCLUSION .................................................................................................................... 36 



 

 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

7.1. SOCIAL AND ETHICS CONSIDERATIONS ........................................................................ 36 

7.2. FUTURE WORK ............................................................................................................ 36 

BIBLIOGRAPHY .................................................................................................................... 38 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 1 (45) 
 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

Abbreviations 

 

Abbreviation Definition 

CID Content Identifier 

DOS Denial of Service 

DDoS Distributed Denial of Service 

HTTP Hyper Text Transfer Protocol 
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1. Introduction 

Peer-to-peer networking, often referred to as P2P, is a subfield of distributed networking. 

P2P networks are built on the principle of not relying on a centralised service/s for data 

storing, resources, and indexes. Each connected device on a P2P network is referred to as 

a node, and nodes can connect to an arbitrary number of nodes on the same network; each 

node stores and updates regularly a routing table containing each node to which it is 

connected. Implementing a secure and reliable network becomes a struggle. There have 

been many techniques proposed [1] [2] to build a secure network and offer maximum 

security to the nodes that make up the network, ranging from studies into Behavioural 

patterns of malicious nodes and, recently, machine learning [3]. Trust and reputation-

based systems are the most common. 

P2P network architecture has been applied in quite a few applications over time, from 

blockchain, backup systems, and social networking. 

Peer-to-peer networking has been applied in finance/blockchain with the evolution of 

tradable digital tokens like bitcoin [4], which is an electronic cash system built on the 

peer-to-peer distributed architecture and cryptographic proof of work between 

nodes/peers who partake in a specific transaction.  

The security provided by this architecture is not as reliant as in centralised services. 

Services are easier to maintain and secure and cheaper to maintain when they are 

centralised. Due to the architectural nature of P2P networks, attackers are hence enticed 

to exploit its security flaws. Rahimi [5] explains the security issues and several attacks on 

P2P networks. 

1.1. Problem definition 

Choosing an effective way to identify nefarious entities on a network is essential in terms 

of offering complete security on the network. 

Spam contents containing malware in a file-sharing network could become extremely 

dangerous to the network. In general, spam messages in a network leads typically to a 

negative user experience and a waste of network bandwidth and resources.  
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This bachelor thesis focuses on methods used in identifying malicious nodes(spammers) 

and detecting and recording spam messages on the network. 

1.2. Motivation 

Peer-to-peer networking operates on an architecture that enables peers (individual nodes) 

to exchange data in any accepted format also often encrypted and digitally signed for 

security purposes, with any other peer connected on the same network without a 

centralised service. Ensuring that other connected nodes in the network are not just there 

to bring down the network or is a ‘bad node’ becomes an issue.  

1.3. Research Questions 

1. What is the best way to identify malicious nodes (spammers) in a P2P network?  

2. What are the common behavioural patterns and features of malicious nodes 

(spammers) in a P2P network? 

1.4. Scope and Limitation 

P2P networks suffer from an extensive list of attacks which is too expensive to 

completely cover in this work. Malicious nodes can harm a network in many ways, from 

either flooding the network with redundant data, publishing false trust values in trust-

based systems, coordinating with other malicious nodes to launch a DDoS attack on the 

network or just a subset of the network like in the case of a Sybil attack. 

By definition, and limitation of this bachelor thesis, malicious nodes are nodes that join a 

network with the aim of exploiting characteristics of P2P networking to harm the 

network. They either do this by flooding other nodes with random data or valid but 

redundant commands/data ‘spamming’ or cooperating with other malicious nodes to 

conduct a DOS attack on the network. In effect, we study scientific methods that classify 

messages exchanged as spam data. 
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1.5. Thesis structure 

This bachelor thesis is structured as follows:  

Section 2 covers the methodology of this research: It discusses the sources of information 

for this thesis, and approach taken in this thesis. 

Section 3 provides some background knowledge on P2P networks, the history and 

evolution of P2P networks, Attacks on P2P networks and their respective defences, more 

related background, and related works. 

 Section 4 dives into the experimental works and implementation. Study on the features, 

classes, and behavioural patterns of P2P spam,  

Section 5 presents the results from the experiment and implementation section, provides 

tables, graphs of obtained data/results from our practical experiment and some results 

from the literature study. 

Section 6 clarifies and discusses the results from the previous section, and background 

discussion on the obtained results. 

In section 7 comes the conclusion with a sub-section that elaborates on social and ethics 

considerations and finally potential future work. 
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2. Methodology 

This chapter breaks down on the approach and method used for the bachelor thesis. This 

study runs from research work to a practical implementation of the studied literature and 

techniques. 

2.1. Literature study 

Regarding the first research question, studying and evaluating different peer-reviewed 

articles in the related field was good in providing proper base knowledge of the selected 

topic. Different scientific articles related to identifying malicious nodes and messages 

study and apply different techniques which do not really provide a clear cut of which 

method is the best in identifying malicious nodes. Articles read where obtained from 

standard scientific sources, HKR library and other public online libraries. 

2.2 Experimental study 

The second research question investigates the behavioural and physical features of 

malicious node messages and tries to classify text data exchanged in a P2P interface as 

spam data or not based on their physical features and defined spam classes. Different 

studied techniques will be applied in the experimental section like semantic analysis, 

cosine similarity, English scoring, SVM and hash tables will be applied in detecting spam 

packets and messages. Results and discussion drawn from this will provide insights on 

what technique identifies spam packets and messages faster, better, and more accurately.  

2.3. Analysis 

In analysis, we identified the fundamental problems we were trying to solve and 

investigate literature and scientific ways to solve it. We select the best methods we feel 

are adequate in solving the problem before us, connecting the knowledge acquired with 

the research questions and an experimental implementation. 
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3. Literature study 

This section provides background knowledge on Peer-to-peer networks, standard 

definitions, decentralised and centralised technologies, history, prevalent attacks on P2P 

networks, and related work. 

3.1. Background 

3.1.1. Peer to peer networks 

Today, the world has incorporated distributed computing into more fields to either 

improve existing technology or completely modern technology. The application of P2P 

networking ranges from cryptocurrency, IoT, DNS, and mail servers.  

P2P networks are composed of devices (mobile, PC, or with a web interface) often 

referred to as peers or nodes. Nodes on the network can send messages and commands to 

other connected and trusted pairs [6]. The idea of trust and reputation-based systems in 

P2P arrives to ensure and improve security concerns of both the network and individual 

nodes that make up the network [5]. 

The term ‘communicates’ boils down to several things. Peers in a P2P network share 

system-level resources like processing power, network bandwidth, storage and memory 

capacity which are needed for the life and upkeep of the network [7]. Many definitions of 

P2P systems exists and most of them expand on the concept of distributed systems. The 

distributed nature of P2P systems enables nodes to interconnect with each other, self-

organize the network and share hardware and other related resources as well as hosting 

the main function of the application without the need of a central service or an indexing 

system.  

P2P systems have evolved over the years and improved at every evolvement stage. The 

first popular P2P system was Napster. Napster was an audio file-sharing network that was 

used to share music files (MP3s). Napster applied a central indexing system which 

enabled peers to find each other on the network. Napster was later brought down due to 

copyright infringement laws. 
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3.1.2. Decentralised vs centralised networks 

Decentralised networks are network solutions which do not require or use any central 

service or ‘server’ for the complete functioning of the network. In strict computing terms, 

decentralised systems distribute the workload of a network to the devices that make up 

the network [8]. Decentralised networks come with significant advantages over 

centralised networks due to its ability to scale and work, irrespective of the number of 

devices on the network. In centralised networks, devices contact a server or group of 

servers via a proxy to make HTTP requests and all, the process could be extremely slow 

if a single server is to oversee the workload of millions of users around the world. 

Decentralised systems also offer more in terms of privacy and security because data does 

not have to go to a central location that can be hacked or attacked [8]. 

Centralised networks are common in today’s world. Centralised services operate on a 

client-server architecture where clients make requests to a server to get resources such as 

information partaking to the application, post resources (add a new resource to the 

server), edit resources (put and patch requests) and delete resource. Centralised networks 

are often easier to build and maintain because of its single pivotal point which is also a 

main concern security wise. Centralised systems often suffer from security attacks 

because of its ‘single point of failure.’ An attacker can attack this network setup by 

simply launching a DOS attack on the network’s server, making the network completely 

unusable by connected devices. The advantages of this network type are quite clear, 

firstly it is easier to maintain since there is only one pivotal point, logging and tracking of 

users and application specific data is simpler in centralised systems because of its nature. 

Centralised systems are easy to setup in comparison to decentralised ones. 

Concluding, the choice of going for a decentralised or centralised network completely 

depends on the context, decentralised systems are better in terms of offering more 

scalability and do not require any other system or server to keep running. On the other 

side centralised systems are easier to maintain but do not really offer much in terms of 

scalability since a majority of the network’s computational tasks are overseen by a single 

server, but this can easily be solved by deploying several servers in front of a load 

balancer. A load balancer shares network load between servers. 
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3.1.3. History & Evolution of P2P systems 

Since 1999 and the invention of Napster, P2P computer networks for the exchange of 

files became the centre of an argument which has evolved with time. In this part the 

history of the evolution of P2P networks will be discussed outlining the most notable 

events in detail. 

3.1.3.1. IRC networks and Napster 

Shawn Fanning in 1999 developed the first file sharing network (Napster), the reason 

behind him developing Napster was that he wanted to bring people closer together and 

enable them to have the chance to exchange files with each other in a better technological 

way than IRC [9]. IRC was a famous protocol used to communicate through text which 

was created in 1988 by Jarkko Oikarinen of Finland, it consisted of two parts a server and 

a client, the server which was called IRC daemon, hereafter IRCD was a part of software 

which was set to run in his department server and the client which was set to run in the 

computers of the users that wanted to communicate with each other through chatting. 

This application became popular in Finland and around the world, it soon became the 

base for other hackers that wanted to develop new client applications (to connect to a 

IRCD using other systems than Unix). 

What made IRC unique in comparison with other text messaging protocols was the fact 

that it was relaying which made it possible to create networks of millions of users that 

were able to chat with each other and made it available for the interconnection of servers 

that were running in different machines. But a major game changing characteristic was 

the DCC (Direct Client Connection) that had allowed direct connection between peers 

without going through a server. 

As for Napster it was created because of the inspiration of Shawn Fanning when he saw 

the struggle of people with IRC to download music while looking for the type of MP3 

Files, so he had the idea of making a direct link between the computers without going 

through a file server. There are many things that Napster and IRC shared as Napster was 

also divided into Client and Server (which was controlled by the Napster Corporation). 
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3.1.3.2. Gnutella and BitTorrent 

Gnutella was created by Justin Frankel who got inspired to improve the system of P2P, he 

did that by completely getting rid of the centralised server and opening the way to any 

files other than mp3. This invention created a network that would contain only nodes that 

will connect with each other to find any file requested. Those nodes were later on called 

Servants  (servers and clients) and they function the following way → In order for a 

servant to join a network it has to directly connect to at least one other servant and once 

the server wants to look for a content a query is sent to all the servants, once the content 

is recognized by a servant a message would be sent back with the contact details which 

will create a file exchange between the servant that started the request and the server that 

had found the content wanted and this exchange will occur in the Gnutella network where 

a direct one-to-one http connection is used. 

As for BitTorrent, which Bram Cohen created in 2001, what made BitTorrent special was 

that it was famous among Linux users. This protocol could allow peers to directly 

communicate and connect over a TCP port while relying on trackers that would record 

the files' availability and location and create coordination between the users. 

3.1.3.3. eDonkey and the eDonkey2000 network 

eDonkey was created by Jed McCaleb. He based his network on clients and servers, just 

like Napster, with a different idea for the servers. He did replace the central server with 

independent servers that would have different specialties depending on the type of the 

content, which would lead to faster and more focused searches. Due to this, many 

operators linked their servers, creating one extensive server network, which was modified 

later to become something close to Gnutella 0.6. Later, he added another improvement 

that would accelerate the operation of downloading big files. eDonkey got popular, 

especially after offering two peer-to-peer client applications that were free to download. 

However, it is accompanied by advertisements and another one that did not have 

advertisements but needed to be purchased. These two peer-to-peer client applications 

inspired Hendrik Breitkreuz to improve client for windows by creating an open source 

called eMule (which surprisingly is still used nowadays as it offers a wide selection of 

older material for downloading that are not easy to be found on other sites 
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3.1.4. Applications of P2P Systems 

Distributed Computing has been applied in many areas to improve excepting technology 

and provide more solutions in the world of evolving technology. Below we discuss some 

notable examples of P2P implementations: 

• File sharing: The first popular P2P systems were file-sharing systems such as 

Napster and Gnutella. File sharing systems enable nodes/peers that make up the 

network to share file resources with others.  

• Blockchain: The first blockchain technology that took advantage of P2P systems 

was Bitcoin [4] by Satoshi Nakamoto. Bitcoin is a P2P electronic cash system that 

employs a ledger system for transactions [10]. Bitcoin paved the way for other 

P2P blockchain technologies out there today. 

• Fintech: P2P networking concepts have been applied in the concept of finance to 

improve the lending process between an individual borrower and lender. This 

approach cuts out the need for a bank or financial institutional body, just like 

blockchain. Termed ‘P2P lending’ [11]. 

P2P networking has also been used and applied to many other applications. Skype is a 

telephony VoIP service initially built on a P2P network overlay but was later switched to 

a cloud service in 2016 [12]. This change was due to a bug that brought down the 

network due to nodes going offline but was later resolved in 2012 with the addition of 

super nodes to the network.  

3.1.5. Spam on the internet 

Spam is defined as electronic messages that are unwanted and sent to a vast number of 

recipients without considering the recipient's identity (usually for commercial purposes). 

Most of the internet communication is spam, as almost two-thirds of all email traffic is 

spam. The literature that was read investigated different forms of spam and different 

ways that spam is used for, for example, spam advertising, obtaining numerous email 

addresses, or committing fraud. This is usually done as the spam email acts as advertising 

or is sometimes written in a non-understandable language (Gibberish) and sent to a 

considerable number of email addresses.  



 11 (45) 
 

Kristianstad University | SE-291 88 Kristianstad | +46 44 250 30 00 | www.hkr.se 

3.1.6. Attacks on Peer-to-Peer networks 

Attacks on P2P networks exist in several types and have different effects on the network. 

The most common attack is a DDoS attack. Malicious nodes often appear in networks 

with the sole aim of harming the network. Malicious nodes, in most cases, join a network 

as a ‘clean’ node to gain trust from other nodes to corrupt trust tables of nodes on the 

network, which are used in trust-based P2P systems to record the trust of interconnected 

peers. 

3.1.6.1. Distributed Denial of Service attack (DDoS) 

DDoS attacks are an extensive form of a Denial-of-Service attack which occurs in a 

distributed environment [1]. 

A Denial-of-Service attack is an attack on a computer within a network or not which 

render a computer resource useless for its intended usage [13]. 

Distributed Denial of Service (DDoS) attacks in P2P networks occur in the form of 

floods. To perform a DDoS attack on the network, misbehaving nodes cooperate and 

direct their bogus redundant data on a targeted host to hider the flow of legitimate traffic 

on the network, in turn limiting user experience, which can lead to the node temporarily 

or permanently disconnecting from the network [14]. To perform a DDoS attack on the 

network, misbehaving nodes cooperate and direct redundant data on a targeted host to 

hider the flow of legitimate traffic on the network, in turn limiting user experience. 

Due to the distributed nature of the network, in most cases, a node cannot determine the 

source of the attack or traffic, which are typically zombie nodes [1]. A victim can either 

be involved in the network or not. Mail servers or even desktop computers can be 

attacked with zombie nodes from a P2P network. The drastic effect of this attack on the 

victim host or network depends on the workload of handling the redundant data and the 

number of zombies attacking. It is also possible that heavy machine usage is mistaken as 

a DoS attack [14]. 

Defences: 

In most cases, it is challenging to fight against a DDoS attack; another form of this attack 

involves a victim host flooded with system hardware-intensive computation, which 
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renders the victim resource busy to handle other less simple legitimate tasks. The 

standard defence against this is 'pricing.' Pricing involves sending a puzzle frequently 

called 'Captcha' to the client nodes requesting heavy computation, which can also be 

modified to send out more complex puzzles on more requests. In this case, the attacker 

will have to solve captchas on all his zombie nodes which is not an easy task to complete. 

Captcha is often used and encouraged to strengthen the security of both centralized and 

decentralized services. reCAPTCHA by Google [15] offers adaptive challenges for better 

security. In general, attackers are discouraged from even trying to DDoS attack a device 

if such challenges are encountered. This approach is not practical for "very distributed" 

attacks [14]. 

3.1.6.2. Man in the middle Attack 

Typically, MITM attack is where an attacker sits between two communicating nodes and 

intercepts, viewing, and modifying communicated packets without the knowledge of any 

of the communicating parties.  

Defences: 

MITM attacks can be trivial because attackers can modify important contents, or intercept 

credential information for example which are meant to be private. The standard and 

common mitigation against this is cryptography. 

3.1.6.3. Sybil Attack 

Sybil attacks are one of the most common attacks in a P2P environment. Nodes in a P2P 

network is assigned unique identifiers which are a hash of both the node’s IP and port 

number [1]. This is to ensure that no different nodes can have the same identity on the 

network. If it was possible for nodes to have the same identity on the network, searches 

and lookups on the network become messed up and can be used for a Sybil attack on the 

network.  

In a Sybil attack, an attacker with several malicious nodes positioned in strategic paths 

across the network can intercept flooded queries and drop them instead of forwarding 

them or respond to the client node with redundant data that does not match the 

corresponding query, send out polluted files with the aim of harming the network or 

client host. This is particularly possible in unstructured P2P networks because of the lack 
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of a solid or strict structure of the network overlay. In Structured P2P networks, an 

attacker cannot place his malicious replica nodes in strategic routing paths reducing its 

negative effect on the network [14].  

An attacker in an unstructured P2P network can place his replica malicious nodes in 

between a group(s) of nodes termed ‘subnet’ on the network to increase the average 

amount of network queries that pass through them thus increasing its effect on the 

network when he wishes to attack.  

Defences: 

Most systems employ the use of a central trust authority and the use of private and public 

cryptography. Nodes solve cryptographic challenges in response to a central authority. 

Introducing the use of a central authority introduces a single point of failure which can be 

attacked. 

Second, an improved mitigation technique is ‘Self-registration’ [16]. In Self-registration, 

when a node requests to join a network, an ID is calculated off its IP and port number 

registered on already registered nodes. Other registered nodes reverse the hash and then 

ping this requesting node to check if it is a real or fake node [13]. If authentic, it is 

accepted into the network as a new node. 

3.1.6.4. Eclipse Attack 

In an Eclipse attack, in an unstructured P2P network, malicious nodes work together to 

try and modify a good node’s address list by adding its replica address to it [1] . This 

attack in most cases, is the continuation of a sybil attack [14]. 

An attacker places his malicious nodes in strategic locations in between subnets of the 

network, and this makes it easier for the attacker to control the flow of messages/queries 

in the network. An attacker can decide to reroute all queries in the wrong direction, drop 

queries leading to a complete separation of subnets, pollute queried files and pollute the 

network, or request polluted files on behalf of an innocent node [14]. The attacker can 

conduct any other attack because its neighbour nodes already have addresses of malicious 

nodes in its routing table, which can affect trust-based systems. 

Defences: 
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The principal defence against an Eclipse attack is the same as a Sybil attack because most 

eclipse attacks start from a Sybil attack. Pricing as well and cryptography are good 

mitigation strategies against this attack. 

Building pure P2P systems without a hybrid nature is the most secure form of a network. 

Structured pure P2P systems are often recommended because they do not allow attackers 

to place their malicious replicas nodes in routing paths rendering their attack useless. 

Dr Roger [14] writes about the use of a randomization algorithm to determine node’s 

locations like used in Freenet [17]. 

3.1.6.5. Pollution Attack 

P2P Content sharing systems [2] suffer the most from pollution attacks. Popular P2P 

Content/File sharing systems today include BitTorrent [18], uTorrent [19] and IPFS [20]. 

Malicious nodes often take advantage of file-sharing systems' file distribution-driven 

nature to pollute popular files on the network by replacing part of a file's content with 

useless content [13]. Thus, downloading clients ends up wasting resources and unwanted 

traffic. In some cases, original files are replaced with polluted files on the network, 

disguising themselves as real files using the same meta-data and descriptors tags as the 

original [1]. The first evidence and possibility of content pollution was in KaZaA [2], a 

distributed file sharing network which was later brought down for copyright law 

violations [21]. Spam files fall under polluted files because they occupy/use up resources 

that other valid files could have occupied. 

Defences: 

Detection methods on downloaded files could help delete polluted files downloaded by a 

node; polluted files are not often harmful to the user’s systems but take up unnecessary 

space. Users could check and delete polluted files themselves [13]. 

The best option is to detect and label a file as either spam or not before downloading its 

contents. Downloading polluted file content could harm the peer before its being detected 

by whatever defence layer is implemented. 
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3.1.6.6. Index Poisoning 

File sharing P2P systems also suffer from indexing poisoning. File sharing systems use 

index tables to fasten up the query process of searching for content on the network. Index 

tables are often corrupted by adding indexes of invalid peers to slow and hinder content 

discovery or finding on the network. BitTorrent is an example of a file-sharing network 

that suffered from Indexing poisoning because of its use of trackers on its torrent files. 

The trackers function as an information centre. Malicious nodes can thus advertise false 

trackers on the network [13]. 

Defences: 

The major defence against index poisoning is validating indexes or advertisements on the 

network [1]. Secondly, rating can be applied on indexes to get opinions from other peers 

on the network. 

3.1.6.7. Worm Propagation 

A worm is malicious software that can replicate itself on another computer. In P2P 

networking, worms can propagate themselves throughout the network by copying 

themselves on nodes. Since worms typically embed themselves with other files, a node 

can download a worm without even knowing. 

Defences: 

Firewalls can be used to defend against worms, anti-virus can be used to detect and 

isolate malicious content on nodes [1]. 

3.2. Related work 

Over the years, different papers have proposed ways to handle bad nodes in P2P 

networking. For this study, bad nodes will be characterized as nodes that spam other 

nodes or plan with other nodes to coordinate a DDOS attack. 

Jia et al. [22] describe ways of classifying P2P spam based on the contents of their 

descriptors. The above technique determines if a received message is spam or not before 

downloading its content. Spam files/spammers often manipulate the content of their 

descriptors to deceive other peers on the network. Completely downloading a file before 

determining if it is a spam file or not is not advised as malware contents could be 
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downloaded without knowing before detecting them, which in turn means a waste of 

network bandwidth and resources [22] . 

Jia et al. proposed an interesting way/technique of correctly detecting spam on a P2P 

network. This technique does not require the file to be downloaded by the client peer 

before it is either classified as spam or not. Characterizing spam files by their content and 

relation to their corresponding search query points to possible spammers on the network. 

In social networks, [3] proposes using SVM to classify messages crawled from the Weibo 

network as either spam or non-spam. An initial dataset of one hundred non-spammer 

nodes and fifty spammers was used as training data. It categorized users in its crawled 

datasets as either spam or not based on the social behaviours of those users. Using this 

approach, spam messages/spammers or non-spammers were easily detected by analysing 

both content features and user features. 

A vast majority of peer-to-peer networks use trust reputation systems to determine 

whether a node is malicious or not.  

Baptiste Prete [14] describes both DOS and DDOS attacks as he explains a DOS attack as 

an attack on a network or a computer that results in the loss of a service, these kinds of 

attacks are more efficient if many hosts are included in the attack. While he explains 

another form of attacks which is known as DDOS attack, these kinds of attacks are 

usually on personal computers with broadband kind of connection where the computers 

have been filled with a virus, the attackers could usually control these personal computers 

remotely. 
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4. Experiment and Implementation 

Choice of Library (Libp2p [23]) 

There is an extensive list of open-source implementations of P2P libraries in different 

languages out there, but we decided to use libp2p because of its well documented 

implementation and compact code base. We decided to use Python as our main 

programming language for this experiment due to the range of open-source libraries.  

4.1. Environment Setup  
Table 1 - Software Specifications 

No Technology Name Version 

1 Version Control Git - 

2 Hosting Local - 

3 Programming Language Python 3.7 

4 Lib NLTK - 

5 Lib Scikit-learn [24] - 

6 Lib Langdetect [25] 1.0.9 

7 Lib Strsim [26] 0.0.3 

8 Lib Libp2p [23] - 

 

4.2. Experimental method 

P2P spam is of different classes based on how their physical contents are altered by the 

corresponding spammers. Each spam class is characterized by its behavioural features 

which describes how they can be identified e.g., similarity, difference/variance, 

replication degree etc. 

Here the classes of P2P spam are discussed and the corresponding detecting technique 

that will identify them. Methodology of how the techniques is applied in this experiment 

as well as a descriptive detail of the technique. 
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4.2.1 Node Lifeline 

 

Figure 1 - Bootstrap Node Lifeline 
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Figure 2 - Connecting Node Lifeline 
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Figures 1 and 2 show the lifeline of a P2P node in this experiment. Figure 1 represents a 

Bootstrap node (initial node which other nodes will connect to). Each node is ran locally 

using its local host IP using TCP protocol. A new host is created at A, and a stream 

handler is set up at B. The connection between two or more nodes in handled by a stream 

of type INetStream from libp2p and Trio nursery [27]. Data is written and read off the 

stream and handled according to Figure 7 depending in if it is a message or request 

stream. The bootstrap node prints out its multiaddr for other connecting nodes to connect 

to at C. 

Figure 2 shows a lifeline plot of connecting node. A shows connecting to the bootstrap 

node by it port and destination address, a host connection is set up with the multiaddr, 

and the connecting peer info is extracted using libp2p peerinfo [28] module and 

connected to at B. A stream handler is also set up to handle writing and reading from the 

stream at C, finally the host is two peers are connected, D. 

4.2.2. Classes of P2P Spam 

Spammers in a P2P network can alter their contents, ‘descriptors’ to evade detection 

layers and eventually be download by an end-client. Spam data occupy unnecessary 

memory spaces which could be used for other system level processes. 

In a typical file-sharing network, spammers manipulate their content to match several 

network queries and place their files/packets in the top results from search queries to 

manipulate ranking results in the spam detection layer on the requesting client peer. 

These classes of spam can be differentiated based on what and how their contents are 

altered to match queries and affect group rankings: 

• Type 1: Spam files with semantically different descriptors. 

• Type 2: Long descriptors. 

• Type 3: Spam files with no match query. Spam files containing descriptors that 

matches no query. 

TYPE 1: Type 1 spam files in this case are detected by simulating file requests and 

applying cosine similarity on the requested and retrieved file descriptor, recording their 

values for further exploration, and setting a range on the values received. 
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TYPE 2: Type 2 spam packets are identified by their long descriptors which are there to 

match several queries. A spammer adds a file/packet to the network that can match a 

lengthy list of network search queries. 

TYPE 3: These packets do not necessarily match the requesting queries; these packets are 

sent out irrespective of the requesting search query. 

4.2.3. Query Dependent Information Ranking 

Cosine similarity and Jaccard index are two of the most common and used query 

dependent ranking functions used. Cosine similarity computes the cosine of two vector 

angles and the similarity between the two vectors. The vectors in this case can be textual 

data or data in any format in need of comparison or deriving similarity between two sets 

of data. Strsim 0.0.3 [26] a python string similarity and distance library was used to apply 

cosine similarity between the descriptors that simulated file descriptors read after 

requesting a file on the network. Evaluated results will be displayed in the results section. 

 
Figure 3 – Cosine Similarity 

𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 =
𝐴 . 𝐵

||𝐴|| • ||𝐵||
 

Where A and B are descriptors of the requested and received file descriptor respectively. 
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Type 1 spam files, spammers replicate a given file, and give each replica a different 

descriptor. Dongmei et al. [22] explains that spammers might rename their spam files to 

popular files on the network, giving them semantically different descriptors so that they 

match many search queries on the network. The sole aim of the spammer is to distribute 

spam files as much as possible on the network. 

Cosine similarity is applied when a node on the network requests a file with ‘request 

filename’. The similarity values between the retrieved and expected files descriptors are 

then recorded for ranking based on the values. Figures 4 and 5 below show two 

communicating nodes, Figure 2 showing a file request. 

 

Figure 4 - Node requesting file 

 

Figure 5 - Bootstrap Node logging cosine values 

TYPE 1 spam is identified from the obtained result set depending on the logged cosine 

value (similarity) between the requested and received file descriptor. 

4.2.4. Semantic Analysis 

Semantic analysis is a Natural Language Processing (NLP) technique which involves 

deriving meaning from words that make up a sentence or a set of words. Extracting 

meaningful insights from words that make up sentences or words from a result set of 

words is not as direct for a computer as for humans.  
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The first step in semantic analysis is Lexical-semantic analysis; Lexical-semantic analysis 

is simply getting meaning/ dictionary level definition from the words that make up the/a 

sentence. The second step involves combining the insights gotten from the individual 

words to derive meaning for the entire sentence or word set. 

 The idea behind semantic analysis in this experiment is to class text messages and packet 

descriptors as spam data or not. With SVMs, after initially training a classifier with a 

dataset of spam and ham SMS messages [29]. Each message was then classified as spam 

or not and resulted. On the result set a confusion matrix according to Figure 6 is rendered 

and its accuracy is calculated according to: 

𝐴𝐶𝐶𝑈𝑅𝐴𝐶𝑌 = 100 ∗ 
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑁 + 𝐹𝑃
=

𝑇𝑃 + 𝑇𝑁

𝑃 + 𝑁
   

Accuracy is measured based on the percentage of correctly predicted spam and ham 

messages. 

 

 

Figure 6 - Confusion matrix 
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Figure 7 - Node messaging and file request flowchart 

Figure 7 shows Semantic analysis and English scoring are done on messages and cosine 

similarity on file requests, and their separate results. The results examined and ranked for 

later results of the experiment. 

4.2.5. English Scoring 

Messages being exchanged in the experiment’s test environment could be of any type and 

language, but a limitation has been applied to communicate with English words and 

sentences on the network. Every other language detected is therefore classified as spam 

data when recorded. Langdetect [30] is a python re-implementation of Google Java 

language detection library. The methods used from this library include detect_langs 

(which computes the probability of the received message being a particular language or a 

list of probabilities) and detect (which simply returns the language of the received 

message). A DetectorFactory seed is recommended to enforce consistency when 

evaluating too long or too short messages. The exchanged messages are scored with the 

English scoring functions and the generated results are recorded and discussed. 
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Figure 8 - Bootstrap node awaiting messages from connected peers 

 

 

Figure 9 - Messaging peer 

Both semantic analysis and English scoring are done on only messages exchanged on the 

network, see Figure 7. Figures 8 and 9 represent an initial bootstrap node awaiting 

messages and a messaging peer respectively. For all messages exchanged their respective 

values from both techniques are resulted. 
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5. Results 

5.1. Results from Literature Study 

Regarding research question 1, studying several techniques used to spot and identify 

malicious nodes in a P2P network, spam classification of communicated messages across 

the network seemed to be an exciting roundabout in identifying and detecting malicious 

users and messages exchanged. Jia et al. [22] applied a similar technique to data crawled 

from the Gnutella network and found out the amount of spam data decreased by 9% in 

the top-200 and 92% in the top-20 results. Dongmei Jia et al. also recorded the 

effectiveness of similar features applied in his experiment [22]. 

Zheng et al. [3] experimented with using machine learning, specifically SVMs [31] [32], 

to classify spammers and non-spammers in social networks like Facebook and Twitter. 

Their experiments show they were able to correctly classify 99.1% spammers and 99.9% 

non-spammers. Spammers and non-spammers were classified based on user content and 

behavioural features. Their results were displayed in a correlation matrix that visualised a 

fraction of the misclassified spammers as non-spammers (0.9%) and non-spammers as 

spammers (0.1%). 
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5.2. Results from experimental study 

The following results presented below are data sets from exchanging messages on the 

networks and applying revised techniques of cosine similarity on request command 

messages in detecting TYPE 1 spam type based on their cosine values, English scoring on 

exchanged and communicated messages, and results from the semantics analysis 

detection. We compare the different techniques there are, with respect to speed 

(runtimes), false-positive rates (success rate) or correctness, and other statistical 

comparisons to conclude the most effective on various conditions like message type and 

size.  

Runtimes 

The following tables present the mean runtimes of the English scoring functions, cosine 

similarity and semantic analysis. 

Table 2 - Average runtime comparison of applied methods 

Nr Method Value(ns) 

1 English scoring (GL) 6.4871670997748945 

2 English scoring (LP) 36.99742410950741 

3 Semantic analysis (SA) 2.9477236408832646 

4 Cosine similarity (C-SIM) 2.796039845683787 

 

For all the methods above in Table 1, the same set of messages were driven though them 

at the same rate to generate results which are independent except from the cosine 

similarity values which were generated on file requests. 
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English scoring – Get Language (GL) and Language Probability (LP) 

The figure below represents the plots of GL and LP message lengths against runtimes for 

each message. We examine and can conclude on which English scoring technique is more 

efficient with longer message sizes. 

 

Figure 10 - GL messages length against runtimes(ns) 

Figure 10 above shows the runtimes of getting languages of messages exchanged against 

length of the message in question. As seen the runtime is comparably low for majority of 

the data points. 
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Figure 11 - LP messages against runtimes(ns) 

Figure 11 above shows the runtimes of getting the language probability of messages 

exchanged against length of the message in question. In Figures 9 and 10 there are more 

data points that have a higher runtime in comparison to GL. 

 

Figure 12 -- GL and LP runtimes comparison 
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English scoring scores 

From the 472 messages exchanged during this test, 70.9 % (335) were resulted to be 

English messages or high probability of being English. Non-English messages result in 

spam data due to the language limitation set. 

 

Figure 13 - Raw data showing meaningless and special characters taking longer time to score than normal messages. 

 

 

Correctness of Semantic analysis (SA) 

Below is a confusion matrix of the semantic analysis applied messages exchanged on the 

network. 

Table 3 - Confusion matrix of SA 

n=202 Predicted as HAM Predicted as SPAM Total 

Actual HAM 134 0 134 

Actual SPAM 40 28 68 

 174 28  

 

An accuracy of 80.1% was recorded from the above confusion matrix.  
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Cosine Similarity values – C-SIM 

Cosine similarity values ranges from 0.0 - 1.0, with 1.0 showing a high rate of similarity 

between the requested file name and sent file name or simply identical.  

 

Figure 14 - Plot of all cosine values ranges. 

 

The cosine similarity score values were subdivided into four more categories depending 

in the range of the cosine values. Range 0.0 – 0.3 (more likely to be TYPE 1 spam), 

Range 0.3 – 0.5, Range 0.5 – 0.8 and Range 0.8 – 1.0 (similar) as in Figure 12. 
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Figure 15 - Range 0.0 - 0.3 

 

In figure 15 the plot shows that a few sets of rows were marked as TYPE 1 spam in red 

when the range of the SPAM data was set as 0.0 – 0.3. 

When consulting with the message recorded in the results, the range 0.0 – 0.3 was not 

wide enough to use as a mark range for the set of data produced. We decided to increase 

the range to 0.0 – 0.7 as a mark for the Type 1 spam messages, see figure 16. 
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We then increased the cosine similarity values range to 0.0 - 0.7 for a range for TYPE 1 

spam data and 77/100 rows of data fell under that range and looks more logical in terms 

of the requested file and returned file name. 

 

Figure 16 - Range 0.0 - 0.7 

 

Cosine similarity scores 

With one hundred rows of data produced after applying cosine similarity on the 

exchanged file descriptors, the mean scores of similarity scores produced was 0.6010. 
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6. Discussion 

Research Question 1: What is the best way to identify spammers in P2P network? 

From literature study and looking into results from the experiment, identifying spam 

message exchanged across a generic P2P chat application is a stable way of identifying 

spammers or nodes which a willing to spam other nodes on the network, detecting this 

spam messages can be time consuming in some cases but can in turn lead to a spam free 

network. Other similar techniques are open to be applied in the detection phase like 

Jaccard or using cosine difference instead of similarity in comparing the simulated 

descriptor texts. 

From the above presented results, for a fraction of messages exchanged on the network, 

two of the English scoring functions ran and computed messages as spam or non-spam on 

average the same time ranges. Language prediction (LP) conclusively takes more time to 

classify meaningless messages, e.g., ‘xxxx’ and special characters as seen from Figure 13. 

This from the provided results can be concluded that English scoring is used when a 

limitation on the language communicated is set but is more expensive to score compared 

to other techniques. Most of the time, traffic was spent on predicting a language rather 

than marking what type of language it was. 

From the semantic analysis results table 3 we see a high average accuracy of the finalised 

confusion matrix in classification of spam and ham (non-spam) messages. In total, 

Semantic analysis was able to correctly detect all Ham messages that were exchanged. 

There was also a set of False positives that were mis predicted as Ham when this was 

actual Spam messages. 

Cosine similarity being an interesting computation provided values representing the 

similarity of requested files and received ones in the simulated environment. Setting an 

appropriate range for the retrieved values was important because initially with range 0.0 – 

0.3 only two rows of data was reported as TYPE 1 spam data. Setting the range to 0.0 - 

0.7 saw an increased number of reported TYPE 1 spam which is makes more sense in 

context to the actual file strings requested and returned.  
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From the average runtimes presented in table 2, cosine-similarity and semantic analysis 

on exchanged messages does not require on average more time to run, compared to the 

English scoring functions. This is an important fact as computing a message as either 

spam or not is preferably done in lower average time. 

Research Question 2: What are the common behavioural patterns of malicious nodes 

(spammers) in a P2P network? 

In real world situations, malicious nodes often join networks to conduct malicious work 

in diverse ways, conduct different attacks on the network, to either bring it down, waste 

network resources, causing distress among the users of the network. Spammers modify 

the physical features of their exchanged files to try to spam other users with those false 

files or engage in sending spam messages which are of no meaning in some cases. Use 

false or stolen IPs to carry out malicious activities, randomly pinging peers to waste their 

resources, published false files etc. Deploying techniques which will identify these spam 

messages and files exchanged is important. Spammers could modify their spam nodes to 

behave in diverse ways which in most cases cannot be explained initially, but through 

which implemented detection techniques are applied on the network, collected data could 

be put in the direction of the spamming nodes. 
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7. Conclusion  

Concluding on the results and previous discussion, Cosine similarity produces 

satisfactory results when comparing requested files and received files strings. Setting the 

range of which values are considered as SPAM (non-similar) is important and requires a 

look into the data presented after setting them on previous ranges and faster in classifying 

exchanged messages. 

Semantic analysis and the English scoring functions detect a huge sum of spam and ham 

data and prove to be functional in achieving a spam free chat system. The English scoring 

results showed to be slowest at handling special characters and meaningless strings but 

can be easily scaled to offer better runtimes. 

7.1. Social and Ethics Considerations 

Security in networks is an important height to attain as users of the given network are 

assured better data confidentiality, ease of user and better user-experience. In typical 

social networks, spammers cannot be completely eradicated as a user/spammer can send 

out spam contents at will while even disguising them as legit contents. 

Spam identification in a generic P2P network regarding our conducted experiment is 

feasible in identifying spammers and respective their spam contents (files and messages) 

that could possibly want to harm the network or users by distributing their spam contents 

on the network. 

During our experiment, a huge amount of spam contents was successfully detected and 

identified by the evaluated techniques. With more applications of these techniques in real 

world scenarios P2P networks and even social networks like Twitter and Facebook can 

become safer for its end-users. 

7.2. Future work 

The given results portrays that a simple P2P chat system can be enhanced with the 

application of the studied techniques applied on messages exchanged between 

nodes/peers on the network. 
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Due to the lack of available datasets regarding pure spammer nodes, our research 

undertook different directions until we decided to focus on identifying the messages 

exchanged on the network, with hopefully more available dataset in the future, more 

work can be conducted into applying our experiment with a result set of malicious nodes 

and as well as a hash table with each node to easily identify spam messages. 

Regarding future work, saving identified spam messages in a hash table will be efficient 

as incoming messages can quickly be looked up against indexes of the hash table to 

classify a message as spam or non-spam. Going with a hash table is because of its quick 

constant lookup time O(1), and even in worst cases O(n). Each node on the network saves 

a hash table of all spam messages detected in the past. Nodes can inform other peers of 

their current spam hash table. 

Another direction for more future work will be the application of machine learning 

classifiers to classify nodes based on the results gotten from the techniques applied in our 

experiment as spammers of non-spammers based on their respective characteristics. 

Nodes on joining a network can be classified based on how they exchange packets, 

messages, share files and the type of messages and files they send. 
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